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KnbepOyanuHr Wi BUPTYAILHOE HM3AEBATENLCTBO, MoOMIbHBIA TenedoH, Online urpepl, PUIIHHT MK
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C KaXabIM TOJIOM MOJIOAEKH B MHTEPHETE CTAaHOBHUTHCA OOJbIlE, a IIKOJBHUKM OJHH M3 CaMbIX
AaKTUBHBIX IOJb30Baresied PyHera. Mexay TteMm, IIOMHMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEM,
MHTEPHET HeceT M Npo0iieMbl. DTa naMsTKa JOJDKHA IOMOUYb TeOe 0€301MacHO HaXOAUThCS B CETH.

KomnboTepHbie BUPYChI

KomnbroTepHblii  BUpyC - 3TO pPa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpamMM, OTIUYUTEIBHON
0COOEHHOCTBIO KOTOPOH SBISIETCA CIIOCOOHOCTHh K Pa3MHOXKEHHIO. B TOMOTHEHNE K 3TOMY, BUPYCHI MOT'YT
MOBPEAUTh WMJIM IOJHOCTBIO YHMUYTOXHUTH Bce (hailyibl W JIaHHbIC, NOJKOHTPOJIbHbBIE IOJIb30BATENIO, OT
MMEHH KOTOPOTO ObLIa 3amylleHa 3apakKeHHas MporpamMma, a TakKe MOBPEIUTh WIH JaXKe YHUUYTOXKHUTH
OINEPALMOHHYI0O CHUCTEMY CO BceMM (aiinamu B 1enoM. B OGONBIIMHCTBE Cily4aeB paclpOCTPaHSIOTCS
BUPYCHI Uepe3 HMHTEPHET.

MeToabl 321U THI OT BPEAOHOCHBIX POrPaMM:

1. Wcnonb3yil COBpEeMEHHBIE OIEPALMOHHBIE CHUCTEMBI, UMEIOIINE CEPhEe3HBI YPOBEHb 3aIUTHl OT
BPEJIOHOCHBIX IIPOrpamM;

2. IlocTosiHHO ycTaHaBIHMBai MauTH (M(POBHIE 3aIUTATKHU, KOTOPHIE aBTOMAaTHYECKH YCTAHABIMBAIOTCS
C LEJIbI0 0pa0OTKU MPOrpaMMbl) U JIpyrue OOHOBJIEHUS CBOEH onepannoHHOM cucrteMbl. CkaunMBail MX
TOJIBKO ¢ o¢uuuanbHoro caiita paszpaborunka OC. Ecnam cyliecTByeT pexuM aBTOMAaTHYECKOTO
OOHOBJICHMSI, BKIIIOUHU €T0;

3. PabGotail Ha cBOoeM KOMIbIOTEpE IO IpaBaMH I10JIb30BATENs, a HE aJMHUHUCTpATopa. JTO HE
MO3BOJIUT OOJIBLIIMHCTBY BPEJOHOCHBIX IPOrpaMM HHCTAUIMPOBaTbCd HAa TBOEM IE€PCOHAIBLHOM
KOMIIBIOTEPE;

4. Vcrone3yil aHTHBHpPYCHBIE IpOrpaMMHBIE IMPOAYKTHl ~HM3BECTHBIX MPOMU3BOJIUTENEH, ¢
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannyp pu3nUECKUi JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHHUX JIMIL;

6. Mcnonp3yii BHEIIHHE HOCUTENW WH(POpPMALNKU, TaKue Kak ¢uienika, AUCK Wiu (aill u3 WHTEepHeTa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOUYHHUKOB;

7. He oTkpbIBaii KOMIIBIOTEpHBIE (haiiiibl, MOTyYeHHbIE U3 HEHASKHBIX HCTOUYHUKOB. Jlaxe Te (aiiisl,
KOTOpBIE MpHCIIall TBOW 3HAKOMBIH. Jlydle yTouHu y Hero, OTIPABIISII JIM OH TeOe UX.

Cern WI-FI

Wi-Fi - 910 He BuJ mepenaun IaHHBIX, HE TEXHOJOTHs, a BCEro JInib OpeHa, Mapka. Eme B 1991 rony
HUJepiaHjacKkas KommaHus 3apeructpupoBaia Openn "WECA", uro o0o3Hauano ciaoBocodeTaHUE
"Wireless Fidelity", koTopblif mepeBoanTcs Kak "GecrpoBoiHAs TOYHOCTD".

Jlo Hamiero BpeMeHHU joluia Apyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOH K€ TEXHOJOrHe. DTo
ab6peBuatypa "Wi-Fi". Takoe Ha3BaHHe ObUIO JTaHO C HAMEKOM Ha CTaHIApT BBHICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uro B mepeBoie 03HavaeT "BbICOKast TOYHOCTB".

Ha, OecruiaTHBI MHTEPHET-IOCTYT B Kade, OTEeNAX U a’poIopTax SBISIETCS OTIMYHON BO3MOXKHOCTBIO
BBIXOJIa B MHTEpHET. HO MHOTHWE 3KCIepThl CUMTAIOT, 4To oOmenoctynHeie Wi-Fi ceTn He sBISIOTCS
0€301acHbBIMH.

CoBeTbl 10 0€30NaCHOCTH PaGoThI B 001e0CTYNHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoto nuuHyro umH(popMaiuio yepe3 obmenoctynasie Wi-Fi cetn. Pabotas B HuX,
KeIaTeJIbHO He BBOAMTH MTAPOJIH TOCTYIIA, IOTHHBI H KaKHe-TO HOMEPa;

2. Ucnonb3yii 1 OOHOBIISIE aHTUBUPYCHBIE MPOrpaMMBbl U Opanamayep. TeMm cambIM Thl 00€30MacHIIIb
ce0st OT 3aKa4yKH BHpYCa Ha TBOE YCTPOICTBO;

3. Ilpu ucnons3zoBauuu Wi-Fi oTkimoun ¢ynkuuio "O6mwuil noctyn x ¢aitnam u npuntepam". lannas
(GYHKIHS 3aKphITa 0 YMOIJYaHWIO, OJHAKO HEKOTOpHIE IMOJIb30BATENM AKTHBHPYIOT €€ Ui ymoOcTBa
UCIOJIb30BaHUs B paboTe miu y4eoe;

4. He ucnons3yit myOomwunbii WI-FI mms mepemaun NWYHBIX NaHHBIX, HAlpuUMeEp JJIs BbIXOAA B
COLIMAJIbHBIE CETU WJIM B 3JIEKTPOHHYIO MOUTY;

5. Ucnone3yii Tonpko 3ammiieHHoe coenuHenue uyepe3 HTTPS, a mwe HTTP, T.e. nmpu Habope BeO-
aznpeca BBou UMeHHO "https://";



6. B mobunsHOM Tenedone otkmoun ¢pynkuuio "lloaxmouenne k Wi-Fi aBromatnuecku". He nomyckait
ABTOMATHUYECKOTO MOAKIIOUEHUS yCTpoiicTBa Kk ceTsim Wi-Fi 6e3 TBoero cormiacwusi.

ConmnanbHble ceTH

CornuanbHble CETH aKTUBHO BXOJST B HAILY )KM3Hb, MHOTHE JIFOJIM PAa0OTAIOT U KUBYT TaM MOCTOSIHHO, a
B Facebook yxe 3apeructpupoBaH MUIUIMAPA YEIOBEK, YTO SIBJISCTCS OJIHOM CEIbMOW BCEX JKUTENICH
IIaHeTbl. MHOrMe MoJib30BaTeNId HE MOHMMAIOT, YTO MH(OpMaIMs, pa3MelleHHass UMU B COLIUAIbHBIX
CeTsAX, MOXeT OBITh HaiifieHa M HUCIOJIb30BaHA K€M YroJHO, B TOM YHCIIE HE 00s3aTeNbHO C OIaruMu
HaMEpPEHUSIMH.

OcHoBHbBIE COBETHI 10 0€30IIACHOCTH B COLIUATBHBIX CETAX:

1. Orpannds CIUCOK Apy3el. Y TeOs B APY3bsIX HE JOJKHO OBITh CIIYYailHBIX U HE3HAKOMBIX JTFOJICH;

2. 3ammmail cBOI0 4acTHYIO HU3Hb. He ykasbiBaii maponu, TenedoHsl, aapeca, 1aTy TBOETO POXKICHUS U
IPYTYIO JUYHYI0 HHGOpMaIuio. 3I0YMBIIIICHHUKHA MOTYT HMCIOJIb30BaTh Jake UH(POPMAIMIO O TOM, KaK
ThI U TBOU POJIUTENH IIJIAHUPYETE IPOBECTU KAHUKYJIBI;

3. Bammiail CBOIO penmyTalMio - JEp>KU €€ B YHCTOTE W 3a/aBail cebe BOMpoc: XOTes Obl Thl, YTOOBI
Apyrue TOJb30BaTENIM BUICTH, YTO Thl 3arpyxaemsb? llomymaii, mpexae 4eM YTO-TO OMyOJIMKOBAaTh,
HaIlUCaTh U 3arpy3UTh;

4. Ecay Thl TOBOPHILG C JIOJAbMH, KOTOPBIX HE 3HACIllb, HE HUCIOJB3YH CBOE pealbHOE UMS U JIPYTYIO
JTUYHYI0 HHGOPMAIUU: UMSI, MECTO KUTEJIbCTBA, MECTO yueObl U MpoUee;

5. W36eraii pazmemenus ¢ororpaduii B MHTEpHETE, T/Ie THI M300paKeH HA MECTHOCTH, IO KOTOPOI
MOYHO OIPEAEIIUTh TBOE MECTOIOJIOKEHUE;

6. IIpu perucrpanuy B COUMAIBHONW CETH HEOOXOAMMO UCIIOIB30BATh CIOXKHBIE TAPOIH, COCTOSAIINE U3
OykB U LU(dp U ¢ KOTUUECTBOM 3HAKOB HE MEHee §;

7. J1nst connanbHOM CeTH, MOYTHI M IPYTUX CATOB HEOOXOIMMO HMCIOIB30BaTh pa3HbIe Mapoyu. Toraa
ecliy TeOst B3JIOMAIOT, TO 37I0YMBIIUIEHHUKH MOJIY4aT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbBIE IeHbI'H

DJNEeKTPOHHBIE JIEHBIM - 3TO OYEHb YNOOHBIH CIIOCOO MiIaTeXei, OAHAKO CYLIECTBYIOT MOLICHHUKH,
KOTOpBIE XOTAT NOJYYUTh 3TU JCHBIU.

DJNEeKTPOHHBIE IEHbIU MOSBUIIMCH COBCEM HEABHO U MMEHHO M3-3a 3TOI'0 BO MHOTHX T'OCYAapCTBAX 10
CHX IIOp HE MPOMKCAHO MPO HUX B 3aKOHAX.

B Poccun sxe oHM ()yHKIIMOHMPYIOT M O HUX YK€ IIPOIUCAHO B 3aKOHE, II€ UX Pa3/eisiioT Ha HECKOIBKO
BUJIOB - aHOHUMHBIE U HE aHOHMMHBbIE. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs
IPOBOJIUTH oOmnepanuu 0e3 WASHTU(PUKAIUKM TOJb30BaTeNsl, a B HEAHOHMMHBIX HJAEHTH(UKALNS
I0JIb30BATENS SIBISIETCSA 00s13aTENbHOM.

Taxke cnenyer pa3nuyarh 3JIEKTPOHHbIE (DUATHBIE NEHBIU (PaBHBI TOCYJApPCTBEHHBIM BallOTaM) U
AJIEKTPOHHBIEC HE(UATHBIE IEHBI'M (HE PaBHbBI TOCYJAPCTBEHHBIM BaJIIOTaM).

OcHoBHBIE COBETHI 0 0€30NacHOI padoTe ¢ JJIEKTPOHHBIMH JCHBIAMM:

1. IlpuBsoku K cueTy MOOWIBbHBIN TeaepoH. ITO caMblil YAOOHBIH M OBICTPBHIN CIIOCOO BOCCTAHOBMTH
A0cTyn K cuety. [IpuBsizanHbli TenedoH MOMOXKET, eciy 3a0y/ellb CBOM IIIATeKHBINA apoJib WU 3aii1e1b
Ha CallT C HE3HAKOMOT'0 YCTPOKCTBA;

2. Ucnons3yit onHopa3oBbie nmapoiu. [locne nepexona Ha yCHIICHHYIO aBTOPHU3AIMIO Tede yxe He OyaeT
YTpOKaTh ONMACHOCTh KPaXXH WM TiepexBaTa IJIaTeKHOT0 MapoJis;

3. Beibepu cioxHbIi naposs. [IpectynHukam OyzneT He MpoCTo yrajiaTh CIOXKHBIN maposb. HajnexHbie
MapoJIx - 3TO MAPOJIU, KOTOPBIE COJIEPKAT HE MEHEe 8 3HAKOB M BKJIIOYAIOT B c€0sI CTPOUHBIE U MPONKCHbBIE
OyKBbI, HU(PHI 1 HECKOJIBKO CUMBOJIOB, TaKHE KaK 3HaK J0JIapa, pyHTa, BOCKJIMLATENbHbIM 3HAK U T.II.
Hampumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILb.

DJIEKTPOHHAs 10YTA

DNEKTPOHHAs MoYTa - 3TO TEXHOJIOTUSA U IPEJOCTABISEMBIE €0 YCIYTU 10 MEPECHUIKE U MOJIYYEHHUIO
AJIEKTPOHHBIX COOOIIEHUH, KOTOpBIE PACTIPEACISIIOTCS B KOMIBIOTEPHOU ceTh. OOBIYHO AJIEKTPOHHBIN
MOYTOBBIM SIIUK BBIMIAIUT CISAYIOIIMM O0pa3oM: HUMs_MOJb30BaTEeIA(@HUMS_JOMeHa. Takke Kpome
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOYKHOCTD IepeiaBaTh (hailiibl.

OcHoBHbBIE cOBeThI 10 0e30nmacHoil padoTe ¢ 3JICKTPOHHOM MOYTOH:

1. Hano BbIOpaTh mpaBUiIbHBINA MOYTOBBIN cepBHC. B MHTEepHETE €cThb OrpOMHBIN BbIOOp OecCIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JIYYILIE JOBEPATH TEM, KOI'O 3HACIb U KTO IIEPBLII B PEUTHHIE;

2. He yka3piBaili B Ju4HOM 1moure JuuHyro uHpopmanuioo. Hanpumep, mnydme BbIOpaTh




"My3bIKaIbHBIN (haHaT@" nimu "pok2013" BMecTo "Temal3";

3. Hcnonp3yid ABYXATAMHYK AaBTOPHU3AIMIO. IJTO KOrJa MOMHMO TapoJisi HY)KHO BBOJHUTH KOJI,
npucbUIaeMbIil o SMS;

4. BwiOepu ciOXHBIH Tapoib. JlJIs KaXIOro IMOYTOBOTO SIIHMKA JOKEH OBITh CBOW HAJCKHBIM,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecTh BO3MOXKHOCTh HAIIMCATh CAMOMY CBOM JIMYHBINA BOIIPOC, UCIIOJIB3YH 3TY BO3MOXHOCT;

6. HMcronb3yli HECKOJIBKO IOYTOBBIX SUIMKOB. IlepBbIil a1 yacTHOW MEpPENUCKU C ajpecaTami,
KOTOPBIM ThI I0BEpsielllb. DTO JIEKTPOHHBIN aJpec He HaJl0 UCIOJB30BaTh MPU perucTpanuu Ha Gopymax
U caiTax;

7. He oTkpbiBaii ¢aiiibl U Apyrue BIOKEHHUS B MHUChbMaX, JaKE €CJIM OHHM MPHUILIA OT TBOMX JpY3eH.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (haiiibr;

8. Ilocie okoH4yaHMsI PabOTHI HA MMOYTOBOM CEPBHCE Mepel 3aKPhITHEM BKJIAJKU C CaiTOM He 3a0y.b
HaxxaTh Ha "Beriitu".

Kn0epOy/JUIMHT WIH BUPTYAJbHOE U31eBATENbCTBO

KubepOymnuar - mpeciefoBaHHE COOOIEHUSMH, COJEPXKAIIUMH  OCKOpPOJICHHS, arpeccHio,
3aIyTUBaHKE; XyJIUTaHCTBO; COLUATbHOE OOMKOTUPOBAHUE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHbIE coBeThI 10 0opble ¢ KHOepOyNIMHIOM:

1. He Opocaiica B 6oi. Jlydmuii cmoco0: MoCcOBETOBAThCSA KaK ce0s BECTH M, €CJIM HET TOTO, K KOMY
MOXKHO O0OpaTuThCs, TO BHayale YCHOKOWUThCSA. EcCIM Th HayHemb OTBEYaTh OCKOPOJCHHSIMH Ha
OCKOpOJIeHUS, TO TOJBKO e11ie O0JbIIIe Pa30XkKeIb KOHDIUKT;

2. Ynpasindii cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTH B ceTd MHHMAas. CylllecTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCTH XyJIUTaHCKHUI 00pa3 BUPTYalIbHOMU Ku3HU. IHTEpHET PUKCUpPYET BCE TBOM JACUCTBUS
U COXpaHseT UX. Y JAINTh UX OyJeT KpailHe 3aTpyAHUTEIBHO;

5. Cobmroait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. MUrhopupyit enuHuuHblii HeraTuB. (OJHOpPA30Bble OCKOPOUTENIbHBIE COOOLIEHMS  JIydYllle
urHopupoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha Ha4albHOUW CTaaNH,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B COLUATBHBIX CETAX €CTh
BO3MOYXHOCThH OJIOKUPOBKH OTIPABKH COOOIICHHI C ONpEeAEIEHHBIX aIpECOB;

8. Ecnit TBI cBUzeTens kubepOyiuuHra. TBOM AEHCTBUS: BBICTYITUTH MPOTUB MIPECIIEI0BATEIN, TOKA3aTh
€My, U4TO €ro JICHCTBUS OLIEHUBAIOTCS HETaTUBHO, MOJIEPKaTh KEPTBY, KOTOPOH HY)KHA IICUXOJIOTHYECKast
MIOMOIIIb, COOOIIUTE B3POCIBIM O (DaKTe arpecCUBHOTO TIOBEJICHHS B CETH.

MoOnabHblii Tenedon

CoBpemeHHbIE cMapT(OHBI U IJIAHILETHl COAEpaT B ce0e BIOJIHE B3pPOCIbIM (YHKIMOHAT, U TENepb
OHHU MOTYT KOHKYPHPOBATh CO CTAallMOHAPHBIMU KoMIbioTepamMu. OIHAaKO, CPEJICTB 3AIUTHI JUIs TO0100HBIX
YCTPOWCTB IOKa OYEHb Majo. TecTMpoBaHHWE W IIOMCK YSA3BUMOCTEH B HHUX IIPOMCXOAUT HE TakK
MHTEeHCUBHO, Kak 1y 1K, To *e camoe kacaeTcss 1 MOOMIIBHBIX PUIIOKEHUH.

CoBpeMeHHbIE MOOUIIbHBIE Opay3epbl YK€ NpPaKTHUECKH JOTHAJIU HACTOJIbHBIE aHAJIOTH, OJHAKO
pacupenue (yHKIIMOHAaJIa BIIeYeT 3a c000i OOJIBIIYIO CIOKHOCTh U MEHBIIYIO 3aLIUILIEHHOCTb.

Jlaneko He Bce MPOU3BOAUTENHN BBITYCKAIOT OOHOBJIEHHUSI, 3aKPBIBAIOIINE KPUTUUECKHE YSI3BUMOCTH IS
CBOUX YCTPOWCTB.

OcHoBHBIE cOBETHI IJIs1 0€30MaCHOCTH MOOMJIBHOTO TesledoHa:

Huuero He sBnsiercs mo-HacrosiieMy OeclulaTHBIM. Byab ocTOpoXkeH, Belb Korjga Tede Mpeularaior
OecraTHbIA KOHTEHT, B HEM MOT'YT OBbITh CKPBITBI KAKHE-TO IUIaTHBIE YCIYTH;

Hymaii, mpexxae yem otnpaBuTh SMS, ¢poTo niam Bugeo. Tl TOUHO 3HAEIIb, I71€ OHU OyJyT B KOHEUHOM
urore?

Heo6x0a1Mo 00HOBIISATH ONEPAIIMIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI 1J11 MOOUJTBHBIX TeNe()OHOB;

He 3arpyxail npuiaokeHuss OT HEU3BECTHOI'O MCTOYHHKA, BEb OHU MOTYT COAEpXkaThb BPEIOHOCHOE
MIpOrpaMMHOE 0OecTIeueHUE;

[Tocne Toro Kak ThI BB C caiiTa, I/ie BBOJIWII JIMYHYIO HH(POPMALIKIO, 321 B HACTPOIKHU Opay3epa
u ynanu cookies;

Ileproanuecku npoBepsiii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBoif HOMep MOOMIIBHOTO Tese(OoHa TOIBKO JIFOIIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpsEIIb;




Bluetooth momkeH ObITh BBIKIIFOUEH, KOTJa THl UM HE TIOJIb3yelibes. He 3a0biBaii MHOTJa TPOBEPSTH ITO.

Online urpel
CoBpeMeHHBIE OHJIAH-UTPHI - 3TO KPacOYHbIC, 3aXBATHIBAIOIINE PA3BICUYCHUS, OOBEIMHSIIONINE COTHU

ThICAY YEJIOBEK 10 BCeMY MHUpY. Vrpokum HCCIeayloT AaHHBIA UM MHUp, OOLIAIOTCA JPYr € JPYroM,
BBIIIOJHAIOT 33JaHMsI, CPaXalOTCS C MOHCTpAaMM M IOJy4YalrOT OMBIT. 332 YJOBOJBLCTBUE OHHU ILIATAT:
MOKYNAIT JUCK, OIUIAYMBAIOT A0OHEMEHT UJIM IPHUOOPETAIOT KaKUe-TO OILUU.

Bce aTtm cpeactBa uayT Ha TOJJEpP)KAaHHE WM Pa3BUTHE WUIPHl, a TaKkKe Ha caMmy O€30MacHOCTB:
COBEPILICHCTBYIOTCSI CHCTEMBbl aBTOPHU3ALMM, BBIIYCKAIOTCS HOBble Martyd (LU(POBBIE 3alIaTKH JJs
IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B noo0HBIX Urpax CTOUT ONAcaThCsl HE CTOJIBKO CBOMX COINEPHUKOB, CKOJIBKO KPa)XHM TBOETO HapoJs,
Ha KOTOPOM OCHOBaHAa CHCTEMa aBTOPU3ALUH OOJIBIINHCTBA UTP.

OcHOBHBIE COBETHI 110 0€30I1aCHOCTH TBOEI'0 HTPOBOI0 AKKAYHTA:

1. Ecau apyroii urpok BefeT ceOs MI0X0 WM CO3JaeT TeOe HEeMPUATHOCTH, 3a0JIOKUPYH €ro B CIIUCKE
UTPOKOB;

2. Iloxanylica aAMUHHCTpATOpPaM MIPbl Ha MJIOXOE MOBEAECHUE 3TOr0 UTPOKA, KEJIATEIbHO IPUIIOKUTH
KaKHe-TO JI0Ka3aTeJIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeoUIIMAIbHBIC TTATYU H MOJIBI;

6. Mcnionb3yil cioXHbIE U pa3Hble MapoJIy;

7. Jaxxe BO BpeMs UI'Pbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. IIoKa Tl Urpaemb, TBOM KOMIIBIOTEDP MOT'YT
3apas3uTh.

OUINNMHT WM KPAkKa JUYHBIX TAHHBIX

OOBbIuHOM KpaXkel JeHer U JOKyMEHTOB CErOJHs YK€ HUKOTO He YJMBHILb, HO C Pa3BUTHEM UHTEpPHET-
TEXHOJIOTUH 3JIOYMBINIICHHUKH NEPEMECTHINCh B MHTEPHET, W MPOJOJDKAIOT 3aHUMATHCS 'IMIOOUMBIM"
JIEJIOM.

Tak nosBUiIach HOBasg yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (UILMHI, TJIaBHas LeElb KOTOPOTo
COCTOUT B MOJIy4€HHH KOH(QUACHIMAIBHBIX JaHHBIX I0JIb30BaTeNel - IOTMHOB U napoJjeid. Ha anrmuiickom
s3bike phishing ynraercs kak gummHr (0T fishing - peiOHas m0BIs, password - TapoJb).

OcHoBHBIE cOBeTHI 10 00pbOe ¢ PUIIHHTOM:

1. Cnequ 3a cBOMM akkayHTOM. Eciam TBl mOmo3peBaemib, YTO TBOS aHKeTa OblIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPAM pecypca 00 3TOM Kak MOYKHO CKOpee;

2. Vcnionb3yi 6e30macHbie BeO-CalThl, B TOM YHCIIe, HHTEPHET-Mara3uHoOB U TTOMCKOBBIX CHCTEM;

3. MUcnonw3yii crnoxxHble U pasHble Mmapoiu. TakuMm o6Opa3oMm, eciau TeOs B3JIOMAOT, TO
3JI0YMBIIUIEHHUKH MOJyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO(UIIIO B CETH, a HE KO BCEM;

4. Ecnu 1e0s B3JIOMaJIM, TO HEOOXOAUMO NPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE 100aBIEHbI Y
T€0s B ApPY3bAX, O TOM, YTO T€OS B3JIOMalU U, BO3MOKHO, OT TBOETO MMEHU OyJeT pacchUIaThCs craM U
CCBUIKM Ha (DMIIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbIi napoas (PIN) Ha MoOUIBHBIN TenedoH;

6. OTKII04YM cOXpaHEHHe Mapos B Opaysepe;

7. He otkpeiBail (aiiiasl U Apyrue BIOKEHHUS B MUCbMax, Ja)K€ €CIM OHU MPUIUIM OT TBOMX JIPY3€H.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIU OHU TeOe 3T (paitiIbl.

Iudposas penyrauus

[MudpoBas pemyramuss - 5TO HeraTMBHas WIM TO3UTHBHasg wuH(popMmanMs B ceTh o Tebe.
Kommpomerupytomas nHpopmaius, pa3MenieHHasi B HHTEPHETE, MOXKET CEPbe3HbIM 00pa3oM OTPa3UThCs
Ha TBOeil peanpHOW *xu3HM. "LludpoBas pemyramus" - 3T0 TBOH MMHIDK, KOTOpbIM (opmupyercs u3
nH(popmManuu o Tede B UHTEPHETE.

TBoe mecTo kHTeNbCTBA, yueObl, TBOE (PMHAHCOBOE MOJOKEHHUE, 0COOEHHOCTH XapaKTepa U paccKasbl O
OJIM3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue noApoCTKU JETKOMBICIEHHO OTHOCATCS K IyOJIMKAIMK JTMYHOM nHpopmanuu B HTepHeTe, He
MOHMMasi BO3MOXKHBIX MocieAcTBUM. Thl naxe HE CMOXeENb JoragaThCsi O TOM, 4To Qororpadus,
pasMeleHHas 5 JeT Ha3aj, cTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pasmenienue TBoux Gortorpaduii u npyrue JeiCTBUS MOTYT HE UCUE3HYTh JaxKe MOcIe
TOT0, KaK Thl UX yJaJlulIb. Thl HE 3HACIIb, KTO COXPAaHWJ 3Ty WH(POPMAIIMIO, TTOTaJla JIU OHA B MOMCKOBBIE
CUCTEMBI U COXPAHUJIACh JIM OHA, a IJIABHOE: YTO MOAYMAIOT O TeOe OKpY)KaroIlllue JIt0]IU, KOTOpble HalIyT




U yBUIAT 3T0. HaiiT nHPOpMAIIIO MHOTO JIET CITyCTsI CMOXKET JIF000H - Kak U3 JOOphIX MOOYXKIEHUH, Tak
U C HAMEPEHUEM NMPUUUHUTD BpeA. DTO MOXKET ObITh KTO YTOJIHO.

OcHoBHbBIE cOBETHI 0 3a1KMTe HH(PPOBOH penmyTanuu:

1. IToxymaii, mpex e uem 4yTo-To MyOJUKOBaTh M MepeaaBath y cedst B 6J10T€ UK B COITMATBHOM CETH;

2. B nacrpoiikax npoduisi yCTaHOBM OTPaHUYEHUSI HA IPOCMOTP TBOETO MPO(UIIS M €ro COAEPKUMOTO,
caenai ero Toabko "s apy3en'’;

3. He pa3memaii 1 He yka3pIiBail HHPOPMAIUIO, KOTOPAst MOXKET KOT0-TH00 OCKOPOISATEH WM 00MKATh.

ABTOpPCKOE IIPaBo

CoBpeMeHHBIE MIKOJIBHUKH - aKTHBHBIC MOJIb30BaTeNu MU(PpoBOro mpocrpancta. OIHAKO JAIEKO HE
BCE€ 3HAIOT, YTO MOJb30BaHME MHOTUMHU BO3MOYKHOCTSIMHU ITU(POBOTO MHUpPA TPeOYET COOII0ICHUS TTpaB Ha
MHTEJUICKTYaJIbHYI0 COOCTBEHHOCTD.

TepmuH "UHTEIICKTYyaIbHAs! COOCTBEHHOCTD' OTHOCHUTCS K Pa3JIMYHBIM TBOPEHHSAM UYEIOBEUYECKOTO yMa,
HAYMHAST C HOBBIX M300pPETCHHWI M 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh HA MPOIYKTHl U YCIYTH, H
3aKaH4YuBas KHUTamH, Gpororpadusmu, KHHOQUIbEMaMHA U MY3bIKAJIBHBIMU ITPOU3BEICHUSIMH.

ABTOpCKHE TpaBa - 3TO TpaBa Ha WHTEIUICKTYalbHYIO COOCTBEHHOCTh Ha TMPOM3BEICHUS HAYKH,
JIUTEpAaTyphl W HUCKyCcCTBAa. ABTOpPCKME TMpaBa BBICTYHNAIOT B KAayeCTBE TapaHTUU TOTO, YTO
WHTEJUICKTYabHBI/TBOPUECKUI TPy aBTOopa He OyAeT HampacHbIM, JacT €My CIPaBEIJIUBHIC
BO3MOJKHOCTH 3apa0boTaTh Ha pe3yibTaTaX CBOCTO TPY/a, MOJTYYUTh U3BECTHOCTh U NMpu3HaHue. Hukro 6e3
paspeiieHuss aBTOpa HE MOXET BOCIPOU3BOJIUTH €r0 TPOHM3BEICHHUE, PACIPOCTPAHATh, ITYOIUIHO
JE€MOHCTPUPOBaTh, MpoOAaBaTb, HUMIOPTUPOBaTh, IMYyCKaTh B MPOKAaT, NYyOJIUYHO HUCHOIHSATH,
MMOKAa3bIBAaTh/UCTIONHSATE B 3upe i pa3meniate B lHTepHETE.

Hcnonp3oBanue "mupaTcKoro’ mporpaMMHOTO OOSCIEYCHHMS MOXKET NMPUBECTH K MHOTHM PHCKaM: OT
MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO YCTPOMCTBA, IJie YCTAHOBJIEHA HEJErajibHas
nporpaMMa. He cTouT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHBIE U OECIJIaTHbIE IPOrPAMMBI, KOTOpHIE
MO>KHO HAaMTH B CETH.

O noprane CereBu4ok.pd

CereBrn4OK.p( - TBOW I'JaBHBIM COBETYMK B CETH. 3/1€Ch Thl MOKEILIb Y3HaTh O O€30IaCHOCTH B CETU
MOHATHBIM U JIOCTYIHBIM SI3bIKOM, a IIPH BO3HUKHOBEHUH KPUTHUYECKOW CUTyallud OOpPaTUTHCS 3@ COBETOM.
A TaroKe IPUHATH YIaCTHE B KOHKYPCAX M CTaTh CaMbIM IIH(PPOBBIM IpaTaHUHOM !




